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BYBASTION 2

«BacTMOH-2» — annapaTHO-MPOrPaMMHbIA KOMIMIEKC
[OJ18 UHTErpaLmm pasiniyHbIX TEXHUYECKUX CPELCTB OXPaHbl
B €AMHYIO KOMM/IEKCHYO CUCTEMY.

. ynpaBneHue pa3sHOPOAHbIMU NOACUCTEMAMM
M UX MOHUTOPUHT U3 e4UHOro MHTepdeiica

' aBTOMaTUUYECKoe B3auMopAeniCcTBUe nogcucrem
M NPOTOKO/IMpOBaHue cobbiTUii B HUX

NonHopYHKLMOHANbHAA UHTerpauma

. 060pyA0BaHMA CTOPOHHMX NPOU3BOAUTENEN,
Pa3BUTbIA MHCTPYMEHTAPUII UHTErpaLumn
CO CTOPOHHUMM CUCTEMAMM YNPABNEHUA



O cucrteme AlNK «bactnoH-2»

AMNK «bacTMOH-2» — OTKpbITaA nnaTd)opma ANnAa Co34aHunA UHTErPUPOBAHHBIX CUCTEM 6930I’IaCHOCTM, 06ECI'IE‘~IVIBaPOLLI,aF| eaunHble
MOHWUTOPWUHT, ynpassieHne, NpOTOKO/IMPOBaHNE CobbITUI M aBTOMATMYECKOE B3aMMOp,eV1CTBVIe noacucrem:

* BUAeOHabA0AEeHNA U/ UV BUAEOPErUCTPaLIUN,

® OXPaHHOM, TPEBOXKHOM, OXPaHHO-NOXKAPHOM, NeEPUMETPasbHOM CUTHANU3aUNUN,
® KOHTPO/IA M yNpPaBAeHWs AOCTYNOM,

® OXPaHHOTO OCBELLEHUS,

® KOHTPONA AENCTBUIN NEPCOHaNa OXpaHbl.

AMNK «BacTUOH-2» UMEeET LIMPOKNE BO3MOXKHOCTM ANA OpraHnsaLmm yyeta paboyero spemeHu,MHGOPMALUOHHOIO B3aMMOAENCTBUA
CO CMEXKHbIMM CUCTEMAaMM aBTOMATM3aL MM 06 bEKTOB, MPOU3BOACTBEHHbIX NPOLLECCOB, YNPABAEHUA AEATENbHOCTbIO, SKOHOMUYECKOTO,
byxranTepckoro, KaapoBoro y4yeTa U T.n. AMK «BbacTMoH-2» MoKeT 6bITb pa3BepHyT Ha CYB/[, PostgreSQL n CYB/[, poccuiickoro npous-
BoAcTBa PostgresPro ucnonHenuii Standard, Enterprise u Certified.

MporpammHan cpega AMNK «bacTMoH-2» BbinonHAeT ¢yHKUUM BepxHero ypoBHA UCB, obecneuymBas MHPOpPMaLMOHHOE
B3aMMOLENCTBME MEXAY CepBepamu, aBTOMATU3MPOBAHHbIMKU pabouynmu mectamu (APM) u nopcuctemamu 6e3onacHoOCTH
TEePPUTOPUANBLHO YAANEHHbIX 0OBEKTOB.

AMK «BacTMOH-2» OTAMYAOT NPOrPAaMMHO HEOrPaHWYEHHbIe BO3MOMXHOCTM MaclwTabrupoBaHMA U BCTPOEHHbIE CPeACTBA NOCTPOEHUA
MHOTOYPOBHEBbIX CUCTEM, Aenatouime ero npumeHeHne ocobeHHo 3ddeKTMBHbIM npu co3gaHum UCB cpegHMX U KPYMHbIX
TEPPUTOPUANBLHO pacnpeseneHHblX 06bEKTOB, a TaKKe BEPTUKA/NbHO MHTErpUpOBaHHbIX CTPYKTYp. B AMK «BacTMOH-2» noayymau
OaNbHellee pa3BUTUE AOCTOMHCTBA NPOAyKTa-npealwectseHHMKa — AlMNK «bacTMoH», MHTerpupytowein nnaTdopmbl, yCTaHOBAEHHOWN
Ha 6onee yem 10 000 aBTOMATM3MPOBAHHbIX paboymx MecTax.
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MpeumyLiecTBa MHTErPUPOBAHHOMU CUCTEMBbI
6e3onacHoOCTU

NOBbLIWWEHUE YPOBHA 3ALLWMUWEHHOCTU OBBEKTA:

® eMHbIA NPOTOKON COObITUN;

* eanHOE MHGOPMALMOHHOE NPOCTPAHCTBO;
® eMHbIM NO0Nb30BATENbCKNIM MHTEPDENC;

® e[MHbIN MexaHM3M peaKkumMi Ha cobbITuA.

9KOHOMUYECKU BbIFrOAHOE PELUEHMUE:

® MHTErpauua B eAMHYH0 KOMMAEKCHY cuctemy besonacHoctn obopyao-
BaHUA Pas/INYHbIX NpoussoguTenei (obopyaoBaHue, yCTaHOBNEHHOE B pas-
HOoe BPEeMmA; CMCTeMbl pasHbIX NpousBoguTeneit; obopyaoBaHue, HecosB-

MeCTUMOE APYr C APYrom);
® BO3MOXHOCTb MOCTPOEHUS pacnpefeneHHON cuctembl 6e3onacHocTm

npeanpuATUA ANA Pa3PO3HEHHbIX 0O bEKTOB.




AMNK «bacTuoH-2» BKAKOYaeT B ceba caepgyrowime
dYHKUMOHAJ/IbHbIE 3/IeMEHTbI:

—
—
—
~

{

CEPBEP CUCTEMbI
(oamH Ha cucTemy)

BbinonHAeT GyHKLUMU NPOBEPKU NULEH3UI, YNPABAEHUS BbINOAHEHMEM CLEHAPMEB M PeaKLUMi Ha cobbiTus,
W PAL APYTUX CUCTEMHbIX QYHKLNIA

CEPBEP BA3bl AAHHbIX(B)

OTBeyaeT 3a xpaHeHue BCcen MHPOPMaL MK O KOHOUTYpaL MK CUCTEMbI. ITOT CepBep A0/KeH paboTaTb B Kpyr-
NNOCYTOYHOM peXKMMe, TaK Kak foCTyn K 6a3e AaHHbIX Heobxoanm Ansa paboTbl BCeX NOACUCTEM.

CEPBEPbl OBOPYAOBAHMUSA

O4MH AN HEeCKOIbKO KOMMbIOTEPOB (He OrpaHM4YeHoO NporpammMHbIMm CI'IOC06OM), K KOTOpPbIM BbINMONHAETCA

noAK/AtoYeHne nogcmuctem besonacHocTU. Ynucno moaynein nHTerpaumm, 06CayKMBaeMbIX KaxabiM CePBEPOM
060pyA0BaHMA, OFPaHNHYMBAETCA TO/IbKO NPOM3BOANTE/IbHOCTHIO 3TOMO CepBepa.

KJIMEHTCKUME PABOMME MECTA
HeorpaHunyeHHOoe Yncio pabounx mect 6e3 nogkaoueHHOro obopyaoBaHmA.

Bce nepeuncneHHble 31eMeHTbl MOryT COBMELL,aTbCA HAa 04HOM KOMMNbloTepe.
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Crpykrtypa AlNK «bacTMoH-2»

PABOUYME MECTA PAPB:B“:;:IIE;);‘;M HacTonbHble cuntbiBaTeNM ] EEREE [MOﬁManble naenTudpukaropsi (N FC/BLE)] ®
% KAL TABEJIbLWUKMU,
CETEBOE KOHTPOJUIEPbI Ll - OBOPYIOBAHUE OBOPYAOBAHUSA ﬂ
o AAMUHUCTPATOPDI U BIOPO HAYAJIbHUKHA a |
OBOPYAOBAHUE C NOAAEPXKOM MODBUS CMUCTEMBI NMPOMYCKOB OTAENOB COO «3APA» cKya
CkaHepbl lOKyMEHTOB
KoHnTponnepbl CKY/[ Elsys

Be6 KaMepr Elsys-SW ID

(iOS, Android)
-
«BacTuon-2 - APM Onepatopa» «bacTuoH-2 - APM Biopo Mponyckoe»
«BacTnon-2 - SNMP Knuent»  «Bactuon-2-MODBUS»  «BactnoH-2 - APM Otuet MPO» «BacTuon-2 - Peryna» «BacTuon-2 - YPB MPO» «BacTuon-2 - 3aps» «BacTuon-2 - Elsys v.2» Elsys MB-NET Il

JlokanbHasg ceTb cucTeMbl 6e30NacHOCTU JlokanbHas ceTb cucteMbl 6e3onacHOCTU

o «Bacmou-z -Face» «BacTuoH-2 - CepBep cucTeMbI» «Bactnon-2 - C2000» «BactuoH-2 - SecurOS» «BacTnoH-2 - MyHKkTUp-A» P S
«Bacmc:u 2 - UKC» «BacTuok-2 - UKC» (REST API) «BacTuoH-2 - Intellect» «BacTuoH-2 - Peride&» ——
(HTTP/HTTPS) «BbactuoH-2 - OPC CepBep» nap.
(HTTP/HTTPS) «BacTnoH-2 - SNMP AreHT»
TepMuHansi CucteMbl «BacTnoH-2 - Pennukauus»
perucTpaumm pacnosHaBaHus «Bbactuon-2 - MLUH»
nocetuteneun nvy (Knuentol ONVIF «BacTuoH-2 - Be6-3aaBka»
( VisitorControl n ap.) Oig‘,')stgsb(rocHMMAC) «BacTnoH-2 - LDAP» P
«BbacTnoH-2 - Face» (ONVIF A,C)
CUHXPOHM3ALUSA NPOMYCKOB «Bactuon-2 - CC TMK» Cepeep CYER CEPBEP CEPBEP OEOPYZIOBAHUS CEPBEP OEOPYZIOBAHUS LDAP
YNPABJIEHUE NEPCOHAJIbHBIMM CUHXPOHUIALIUA MPOMYCKOB «BacTuoH-2 - Bogutenb» PostgreSQL OBOPYAOBAHMA OINC CUCTEM BUAEOHABJIIOAEHUAA CUCTEM OXPAHDbI MEPUMETPA CEPBEP

NMPONMYCKAMM NEPEAAYA COEbITUM

Internet/Intranet Internet/Intranet

«BacTuoH-2 - Pennukauusa» «BbacTuoH-2 - Undpopm» OPC UA Client SNMP v1, v3 Client «BacTuoH-2 - Be6-3aaBka» «BacTuoH-2 - Elsys Mobile» «Bacmou-z UKC» «BbacTtuoH-2 - LDAP PC Agent» CC TMK Cepsep
«BactuoH-2 - MUH» OPC XML DA Client I |
1
YpaneHHble o6bekTbl ¢ AlMK «BacTnoH-2» SMS/TeIegram/ (HTTP/HTTPS) (HTTP/HTTPS) (HTTP/HTTPS) Mifare (HTTP/HTTPS)
(HTTP/HTTPS) E-mail/ NFC/BLE
E i Web Hooks ! ﬁ i @ \ Em-Marine
S\ HID -
i i - : _ ° NMPOBEPKA COBbITUA
CUHXPOHU3ALIMA NPOMYCKOB OMOBELEHMS O COBbITUSAX MOHUTOPUHI COEbITUMN O®OPMJIEHME MOBMJIbHbIE TOUKH KAAPosbll-:/svxrAnTEchuE MECTOHAXOXAEHUA
COBbITUA U KOMAHADbI YINPABJIEHUA KOMAHADbI YNMPABJIEHUA ( ECJZIU PA3PELUEHO) 3AIBOK HA MPOMYCKA AOCTYNA CUCTEMbDI COTPYAHUKOB
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Bo3amoxxHocTtu uHterpauun AlK «bactmoH-2»

OXPAHA NEPUMETPA
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KomnnektosaHue AlNK «bacTUOH-2»

AlK «bacTUOH-2» MOXKeT NOCTaBAATLCA B ABYX BApUaHTaX:

1. KomnneKT nporpammHoro o6ecneyeHus Ha HocuTene MHGOPMaLUK C annapaTHbIM KAoYom 3awwmTbl HASP.

MporpammHoe obecnedeHue (MO) AMK «BacTMoH-2» npeacTaBnseT coboli Habop NPOrPammHbIX MOAyNel, KOTopble CTaHOBATCA aKTUBHbLIMWU MpU

Ha/JIM4YMKN COOTBETCTBYIOLMX KOAOB aKTMBaLMKU. Koapbl akTMBALMM NPOrPamMMHbIX MOAY/EN 3anncbiBatoTCA B CETeBOW Katou 3awmtbl HASP, KoTopbIit

yCTaHaB/AMBAETCA Ha KOMMbIOTEPE, BbINONHAIOLLLEM POJIb CEPBEPA CUCTEMDbI.

Bce nporpammHble Moaynu AeNATCA Ha YeTblpe rpynnbi:

* cepBep CUCTEMBbI;

* MOZY/IM MHTEerpauum obopyaoBaHUA, CUCTEM BUAEOHaboaeHNA;

* MOAY/IM aBTOMaTU3MPOBAHHbIX pabounx mecT cuctembl (APM);

* MOAYNN UHTErpaunm ¢ MHPOPMaALMOHHBIMM, KaAPOBbIMU CUCTEMAaMM, aBTOMATU3aLMM NPOLLECCOB PACNo3HaBaHUA JOKYMEHTOB, CO34aHMA NyabTa
LileHTPaIM30BaHHOIO HabtoAeHWS, yaaneHHOro GopMM1POBaHNA 3aABOK Ha nponycka CKYA uT.n.

2. Habop KommnbioTepoB (MporpammHO-annapaTHbix KomnaekcoB — MAK) ¢ npeaycTaHOBAEHHbIM U CKOHPUIYPMPOBaHHBIM MPOrPaMMHbIM

obecneueHnem.

KoHourypauwmsa MAK-oB onpeaensetca MHAMBUAYANbHO, HA OCHOBE OMPOCHBIX IMCTOB. MOAYYNTb OMPOCHBIE IMCTbI MOXKHO, 06PATUBLLUCH B CYKOY

TEXHUYECKOMN NoAAEPKKN: N0 3NeKTPOHHOM noyTe help@twinpro.ru unm no tenedoHy 8 (800) 25-00-846.

CYbA, ucnonbsyemble B AlNK «bacTMoH-2»

ATK «bactnoH-2» noaaepxusaet paboty c CYB/, PostgreSQL, ana kaxaon CYB/ BbinyckaeTca oTaenbHbIn anctpnbytns AMK «bacTmoH-2».
JInueHsma PostgreSQL no3BonseT co3gasatb pas/iMyHbie BapuaHTbl 3Toi CYB/. AMNK «BbacTnoH-2» noaaep:KMBaeT pa3BépTbiBaHWe H6a3bl 4aHHbIX Ha
CYbA:

« PostgreSQL (Bepcum 10, 11) — CYB/, ¢ OTKPbITbIM MCXOAHbBIM KOAOM, pacnpocTpaHaeman 6ecnaatHo.

« Postgres Pro — poccuiickas kommepueckaa CYB/, pa3paboTaHHas kKomnaHuel Postgres Professional ¢ ucnonssosaHnem csobogHo-
pacnpocTtpaHaemoin CYB/ PostgreSQL. CYB/, Postgres Pro BHeceHa B peecTp poccuiickoro MO. AMK «bacTnoH-2» noageprkmMsaeTt paboTy co Bcemm
MCNOIHEHUSIMM Ha ocHoBe Bepcuid PostgreSQL 10, 11.

« Postgres Pro Certified — ceptudumumpoarHHaa ®CTIK Bepcua poccuitckoin kommepueckor CYB[,. Ceptudurat PCTIK yaoctosepser, yto CYB/,
Postgres Pro Certified cootseTtcTByeT TpeboBaHMAM pyKoBoaAwmMx AokymeHToB P, CBT no 5 knaccy, P4 HAB no 4 ypogsHio.

« Jatoba — ceptnudunumnposaHHaa PCTIK poccuitckas kommepyeckaa CYB/, paspabotaHHasa OO0 «lasnHpopmcepBUc» € MCNONb30BaHMEM CBOOOAHO-
pacnpocTtpaHaemoin CYB/, PostgreSQL. CYB/, Jatoba BHeceHa B peecTp poccuiickoro MO.

PekomeHayeTcA MCnoab30BaTh CBO6OAHO pacnpocTpaHaemyto CYB/ PostgreSQL 11.
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Npeumyuwectea AlMNK «bacTUOH-2»

BapuaTMBHOCTb U MacluTabupyemocTb

1. cuctembl BULEOHaBAOAEHUS;

2. CMCTEMbI OXPaHHO-MOXKaPHOW
curHanusauum (ONC);

3. cMCTeMbl OXpaHbl MePUMETPa;

4. cMcTemMbl OXPaHHOTO OCBeLLeHUs;
5. CUCTEMbI KOHTPOAA M yrpaBaeHus
poctynom (CKYA);

6. cMCTembl yNpaBaeHus
TEXHOIOMMYECKMMM NPOLLECCaMMU.




MopaynbHOCTb

MogynbHas cTpyKTypa no3sonser
nogobpatb ONTUMaNbHbIN Habop
Mogynei, KOHKPETHO Noj, CBOU
3agauu. [Jpyrumum c10Bamu - KIMEHT
npuobpeTaer NULb Te MOAYH,
KOTOPbIMU OH ByAeT No/b30BaThCA.
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BoamoXHoctu AMNK «bactTnoH-2»
«bacTnoH-2 — Active Directory»

MHTerpauma Katanoros nonb3osarteneit LDAP Ha ypoBHe nponycKoB
nonb3osateneu CKY

Cny»6bl KaTanoros (B Tom ymcne u Microsoft Active Directory) npefoctaBnaioT eanHoe MecTo A/1A XpaHeHus,
[0CTyNa W ynpaBAeHUs KOPNopaTuBHOM MHPopmaumen 6e3 yuwepba ans GYHKUMOHANbHBIX BO3MOXKHOCTEMN
NPUAOXKEHUN, obecneynBan COKpaLLEHWE PACXOAO0B M MOBbIWEHME CMOCOBHOCTM afeKBaTHO M onepaTUBHO
pearnpoBaTb Ha USMEHEHWA B KOMNAHUM.

Moaynb «BbacTnoH-2 — Active Directory» no3BosifeT BOCNO/1b30BaTbCA NPENMYLLECTBAMU MHTErPaALLMM KOMNIEKCHOM
cucTeMbl 6€30MacHOCTU U CAyKObl KaTasoroB - ynpolleHHoe ynpaBneHue, paclumpeHne GyHKLMOHANbHbIX
BO3MOMHOCTEN (MPUNOXKEHUA MOTYT NONb30BaTbCA MHPOPMaLMEN, pasmeleHHON B KaTanore Apyrumu
NPUIONKEHWUAMM), CHUNKEHNE COBOKYMHOM CTOMMOCTU BNALEHUA.

OcHOBHble BO3MOXXHOCTU «bacTnoH-2 — Active Directory»:

e [1ByHanpaBneHHasa CUHXPOHU3ALMA No/ib30oBaTeNeN:
* umnopT B «btopo nponyckos» AMK «bacTnoH-2» nonb3osateseit n3 Active Directory ¢ aBTOMaTUYeCKMM CO34aHMEM 3afBOK Ha MPOMYCKa;
 3KcnopT nonb3osatesnen CKY/[ B Active Directory Ha OCHOBE aKTMBHbIX MPOMYCKOB, CO34aHHbIX U BblAaHHbIX B AMK «BacTMoH-2»;

e aBTOMATMYeCKWUit Bo3BpaT nponyckos B AMK «bacTmoH-2» npu 610KMpoBKe Bnagenbla nponycka B Active Directory;
® HACTpOWKa NpaBM aBTOMATUYECKOrO MPUCBOEHUA YPOBHEW A0CTyna nonb3osaTenam u3 Active Directory, umnoptupyembim B AMK «bacTnoH-2»;
® HACTpOWMKa COOTBETCTBMUA NOJei Nponycka 1 nepcoHbl B AMK «bacTnoH-2» aTpnbyTam 3anucu B KaTanore Active Directory;

® BO3MOMKHOCTb aBTOMATMUYeCKOW 610KMPOBKM paboyelt CTaHUMM Nob30BaTeA MPU BbIXOLE STOro No/b30BaTENA M3 334aHHOM 30HbI KOHTpoAA CKY/,

(kabuHeT, 3gaHKe, TeppuTopUA NpeanpuaTma). PyHKLMOHAN peanr3oBaH Yepes MexaHM3M NPUCBOEHUA U OTCNEXKMBAHUA CNeLManbHbiX aTpubyToB
L5 yY4ETHOM 3anuncy nosib3oBaTtens B Active Directory.



«BbactnoHn-2 - Elsys Mobile»

Mo6unbHasa Touka goctyna / NFC-tepmuHan / nposepka QR-kogos COVID-ceptudukatos

Cuctembl «bacTnoH-2 - Elsys Mobile» no3sonseT cosgaBatb MobuabHYto ToUKy gocTyna CKY/ Ha 6a3e cmapTdoHa unm
nnaHwerta c noaaep»kkoit NFC v npegHasHavyeHa A1A pelleHna 3agay:

* peructpaummn nNpoxoaos Ha He 060pyAOBaHHbLIX cTaumMoHapHoW CKY/[ cTpouTenbHbIX NAOWAAKAX M NOABUNKHbIX
obbekTax;
* [0MNONAHWUTENbHOM MPOBEPKM MPaB A0CTYNay COTPYAHMKOB U NOCETUTENEN HAa TEPPUTOPUM 06BEKTS;

® KOHTPOJIA 3a MeCTONo/I0XKeHNA COTPYAHUKOB, B TOM YncC/ie 3a4a4, CBA3aHHbIX C KOHTPO/1IEM COﬁl‘II’Oﬂ,eHMﬂ pexunma
KapaHTUHa VI/VIHM camounsonaunu;

* yyeTa paboyero BpeMeHU COTPYAHUKOB, pabOTaOLLMX yAIEHHO UM Ha Bble3ae.
* OpraHu3auua «Touek cbopa» Npu aBakyaunu;
* npoBepKu aaHHbIX QR-kogoB COVID-cepTndMKaTOB M BHECEHME AaHHbIX O cepTudmMKaTax B AMK «bacTMoH-2».

«bacTMoH-2 — MapupyT»

OTcnexuBaHue u KOHTPO/Ib 3a nepemeweHnem Cy6'beKTOB AOoCTyna no oxpal-memoﬁ
TeppuTopun B COOTBETCTBUU C 3a4aHHbIMU pa3pelleHHbIMU MapLIpPyTaMU

«bacTnoH-2 — MapuwpyT» npegHasHavyeH A1A aBTOMATUYECKOro OTC/NEXMBAHUA M KOHTPOAA 3a nepemeLieHnem
cy6beKToB [0CTyna MO OXPaHAEMOW TeppuUTOPUM B COOTBETCTBMM C 3a[aHHbIMU paspeLleHHbIMU MapLUpyTamMu.
Mopaynb MOXeT MUCMoNb30BaTbCA A7 KOHTPONA MPOXOXKAEHWUA MaplupyTa COTPyAHWKaMM (c yyeTom TpeboBaHWi
TeXHUKM 6€30MacHOCTH, TEXHOIOMMU NPOU3BOACTBA U T.M.) U/WUAM TPaHCNOpTa MO TEPPUTOPUN MPEANPUATUA.

Kaxabli MaplupyT onpegenaerca ynopAagoyYeHHbIM Habopom KOHTPO/bHbIX Todek (KT) - normyecknx obbekTos
CUCTEMBI, OMpeaenaoWmx nNpaBuna nepemelleHuns (Korga ToUYKa CYMTaeTcs NMPONAeHHON KOPPEeKTHO, a Korga
dUKcUpyeTca HapyLieHne) yepes 3Ty TouKy. Cuctema nogaeprkmsaet 4o 200 paspeleHHbIX mapwpyTos v Ao 100 KT Ha
KaXabIi MapLIpyT C BO3MOMKHOCTbIO YCTAHOBKU A/IMTE/IbHOCTU Mpoxofa Kaxaon KT M maKcMManbHoOro BpemeHu
NPOXOXAEHMA MapLipyTa.
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«bactnoH-2 - 3CMO»

Mogaynb uHterpauumn AMNK «BacTMOH-2» ¢ aBTOMAaTU3MPOBAHHOW CUCTEMOWU MEAULMUHCKUX
ocmoTpoB «ICMO»

ABTOMaTU3MPOBaHHAA CUCTEMA MEAMULMHCKUX 0CMOTPOB «ICMO» ( dnekTpoHHan Cnuctema MeamumHcknx OCMoTpoB)
npegHasHayYeHa 41 aBToMaTM3aummn npoLecca MegoCcMoOTPOB M KOHTPOA AOCTYNA COTPYAHUKOB B 30HY BbINONHEHUSA
TPYLOBbIX 06A3aHHOCTEN B 3aBUCMMOCTU OT COCTOAHMA 340p0oBbA. «ICMO» COCTOUT M3 KOMMNIeKca 0bopyaoBaHus,
BKIOYALOLLErO HEODXOAMMOE KONMYECTBO TePMMUHAN0B AN NPeACMEHHOIo OCMOTPA, KOMMbIOTEPHOTO OCHALLEHUSA
MenpaboTHUKA M MporpammHoro obecneyeHus. Cuctema nomoraet cobntogaTb 3aKOHOAATENbCTBO, MOJAHOCTbIO
WCKNtoYan BANAHWE YenosevecKkoro Gaktopa Ha pesynbTaTbl MeLOCMOTPA.

«BbactnoH-2 — 3CMO» obecneymBaeT KOHTPOb U yNpaBAeHMe AOCTYNOM COTPYAHWKOB B 3aBUCMMOCTU OT COCTOAHMUA
34,0p0BbA 33 cyeT npepgoctaBneHna nonb3osatento CKY AMK «bacTmoH-2» poctyna TOAbKO MPU HAnUumm
OEeNCTBYIOLLEro MegUUMHCKOro ocmoTtpa B cucteme «ICMO». [ONONHUTENbHO NPEeAOCTaBAAETCA BO3MOXHOCTb
BbIAB/IEHWNA COTPYAHMKOB, HAXOAALLMXCA B COCTOAHWUM aNIKOFOIbHOTO ONbAHEHUA (MOAKNIOYEHMA anKoTecTepa).

«bacTtMoH-2 — SNMP MoHutop»

Mopaynb MOHUTOPUHIA NApPaMeTPOB YCTPOICTB No npoTtoKkony SNMP, nogaepikka
MOHUTOpPUHra o 100 napametpos (OID).

Mogaynb «bacTnoH-2 —SNMP-MoHuTop» NpefHasHavyeH A1 MOHUTOPUHIA NapameTPOoB YCTPOMCTB C UCNO/Ib30BaHUEM
npotokona SNMP. Moaynb nogaep»<1sBaet noaaep Ky npotokonos SNMP v1, SNMPv2/v2c, SNMP v3.

Mogaynb uHTerpauumn obecneymsaet:

* aBTOMATMYECKMI OMPOC NapameTpoB Kaxaoro n3 SNMP-ycTpoicTB ¢ 3a4aHHbIM NEPUOLOM OMnpoca oT 1 cekyHabl 40
CYTOK;

» oTobpaxkeHne SNMP-ycTpOICTB 1 UX MapamMeTPOB B BUAE NMUKTOTPAaMM Ha NiaHe 06beKTa C BO3MOMKHOCTbLIO 3anpoca
TEKyLLLero 3HaYeHu1sA NapameTpa U3 KOHTEKCTHOTO MEeH0 MUKTOTPaMMbl;

* aHaM3 3HaYEHMI NapaMeTpPoB (KTOYHOE COBNaAEeHME, «MoMnagaHue 3HaYeHne napameTpa B 3aaHHbli AManasoH»)
¢ GopmMMpPOBAHMEM LWITATHbIX, TPEBOXHbIX COBbLITUIA U COBBLITUI HEMCNPABHOCTU. ITU COBbLITUA MOryT 6bITb
334eMCTBOBAHbI MPY HAaCTPOWMKE CLLEeHAPMEB U PeaKLMIM Ha cobbITUSA.




«bacTMoH-2 — UHayCcTpUanbHoe NUTaAHUE»

Mogaynb MHTerpaumm c aBTomaTuanpoBaHHoli cuctemoit AMK «MHAycTpuanbHoe nUTaHKe»

ABTOMaTM3MpOBaHHasA cuctema «MHAyCTpUanbHOe NUTaHMe» MpedHas’HayeHa A/a PerncTpauum Cymm MOKYMoK
HaZIMYHBLIMW U C UCMNOb30BAaHUEM WMAEHTUOUKALMOHHBIX KapT (6aHKOBCKME KapTbl, 3/1€KTPOHHbIE MPOMYCKa,
MAACTMKOBbIE KapTbl C MAarHWTHOM MOMOCOM M T.N.), @ TaK}Ke y4yeTa NPefoCTaBAeHHOro e4ebHO-NpPodUIaKTUYECKOTO
nutanma (IMNM) 8 npegenax onpeaeneHHoOro AHEBHOrO IMMMUTA B NOAPasAeNeHUAX NPeanpuaTMa U GopmnpoBaHus
OTYETOB O MOKYMKAaxX, CAe/NaHHbIX B Tekylwem mecAue. CUcTeMa MMeeT LLeHTPa/SM30BaHHYIO apXUTEKTYpy W
npeaHasHayeHa A1A yNpaBieHWsa TeppUTOPUANbHO-YAANEHHbIMU 06beKTaMu (CTONOBbIMK) B PeXxrnme peanbHOro
BPEMEHM C BO3MOMKHOCTbIO paboTbl TOUEK pacyéTta B IOKaIbHOM pPesKMMe Npu BPeMeHHOM OTCYTCTBMM CBA3U MeXKAay
CTO/I0BOW M LLeHTPaIbHbIM CEPBEPOM.

» Cuctema rapaHtupyet 100% LieneBoe UCMob30BaHMeE SOTALMOHHbIX CPeACTB;

U MAeHTMd)MKaLI,VIOHHaﬂ KapTa COTpyaHUKa = aﬂeKTpOHHblﬁ Kowenek;

L) 6yMa)KHbIeTa}10HbI HE HYXHbl.

«BbacTnoH-2 — KeyGuard»

Moaynb MHTErpaLumm c CUCTEMOM XPaHEHUA U BblAAUM KtOUeN (3N1eKTPOHHOM
KnouHuueit) Keifapa

MHTerpauma cuctembl xpaHeHus Kntovert KeyGuard B AMNK «bacTMOH-2» NO3BONAET UCMOb30BaThb KAOUYHULbI B
COCTaBe MHTErpupoBaHHOM cucTembl 6esonacHoctu (UCB) ob6bekTa, obecneunsas:

* BO3MOMHOCTb POPMMPOBAHUA U HAa3HAYEHUA NPABUA AOCTYNa COTPYAHMKOB K K/tOYam;

e peructpaumio cobbiTuit NonyyeHns / caaum Knova B npotokone UCK;

* COCTaB/IEHME U BbINOJIHEHWUE CLEEHAPMEB B3aMMOAENCTBUA NoAcucTeM (Hanpumep, aBToMaTUyeckoe cHATUeE /
NOCTaHOBKA Ha OXpaHy NOMeLLEHMWI MPU B3ATUN COOTBETCTBYIOLLMX KAtOYel).

Konunuectso nprMobpeTaembix 3K3eMNAAPOB MOAY/A AO/XKHO ObITb PaBHbIM KOMYECTBY AYeek (cNoTos) B
WHTErpupyemoli 3/1eKTPOHHOM KAOYHMLE.

www.trevog.net



UHCcTpymeHTbl pa3pabotuuKa B AlNK «bacTtoH-2»

ANA BbiNnoNAHeHUA cneunduyeckux tpedbosaHum K UCb

O
o

ATMK «BacTUOH-2» - MOLLHbIA UHCTPYMEHT A8 CO3[aHUSA MHTErPUPOBaAHHbIX

cucTem 6€30MacHOCTM, MO3BONAOWMI pewaTbh nogasnstowee 60/bWNHCTBO

3ajay, CToAWwMX nepen 3akasumkamu (KOHEYHbIMM MOAb30BATENAMMU,

MHTerpatopamum). Tem He MeHee, BCTPeYaloTCA CUTyaLMu, Korga CcepuiHo

BbiNyckaemoe obopygoBaHMe W MporpaMmmHoe obecnedyeHue naaHMpyeTca

NPYMEHATb COBMECTHO C annapaTHbIMW W NMPOrpamMmMHbIMU CPeACTBaMM, NPU

aTOM:

* HeobxoAMMa UHTerpauusa ¢ obopyLoBaHUEM, He NOAAEPHKUBAEMbIM
cepuiiHo Bbinyckaembim ATK «bacTUOH-2»;

* TpebytoTca cneLmanm3npoBaHHble, HeCTaHA4APTHbIE CpeacTBa OTobparkeHuA
(Bu3yanmsaummn) coctosHMA cucTeMbl 6@30MacHOCTU Ha 06 bEKTE;

* 3aKa34MKy HEOBXOAMMO Peann3oBaTb COBCTBEHHYHO, CleLnann3nupoBaHHYO
JIOTMKY 06paboTKM COBbITUIA U T.M.

3aKas3uMKam, MMELLMM BO3MOMKHOCTb CaMOCTOATE/IbHO MPOBOAUTb UHTEr-

pauuto, AMK «bacTMOH-2» npeaocTaBAAeT WUPOKUI Habop cneunanu-

3MPOBaAHHbIX UHCTPYMEHTOB paspaboTymKa.

MY BASTION £ WnTerpauma B AMK «BacTMOH-2» cUCTeM pacno3HaBaHUA UL

«bacTnoH-2 — Face». Mogynb peanusyeT nHtepdericol 414 nepeaayn cobbITUN U CUHXPOHU3ALMKN AAHHbIX

r1 no npotokonam ONVIF Profile A, ONVIF Profile C
1

MeXKAy CUCTeMOM pacnosHaBaHua auy u AMNK «bactMoH-2» B cooTtBeTcTBUM ¢ npodunamm ONVIF A, C,
obecneunBas MHTErpaLmMio CMCTeM pacrno3HaBaHmsa nnw, B AMNK «bacTMoH-2».

MopaepusatoTcs ogHodaAKTOPHAA U ABYXDAKTOPHAA NAEHTUUKALMA, OTC/IEXKMBAHNE MECTA HAXOXKAEHUSA
JIMLL C MOMOLLLbIO BUPTYa/IbHbIX TOYEK NMPOX0oaa.



BYBASTIONZ WHbopmaumoHHoe B3aumopeiicteue ¢ ERP-cuctemamm

. «bactnoH-2 — MKC». Mogynb nossonseT opraHu3oBaTb MHOOPMALMOHHOE B3aMMOLENCTBME CUCTEMbI
@l 6esonacHocTM Ha 6ase AlK «bacTmMoH-2» ¢ Kagposbimu cuctemamm (MKC - «UHTerpauma KagpoBsbix
Cuctem»), cuctemamu ynpasneHua npeanpuatmem (Enterprise Resource Planning, ERP)\.
ABTOMaTM3MPOBAHHbIN 06MEH MHPOPMALMEN BO3MOMKEH B YaCTU AaHHbIX M yNpaBaaoLWwmx KomaHaam CKY/,
(MHbOpMauma o nepcoHane, o NPOMyCKax M TPAHCMNOPTHbLIX NPOMYCKaxX, MCXOA4HbIe CBEAEHUA ANA pacyeTa
0TpaboTaHHOTO BPEMEHW, KOMaHAbI Ha aKTUBALLMIO/BNOKMPOBKY/Pa3b10KMPOBKY NPOMYCKOB U T.A4).

By BASTION 7 WuTerpauma no npotokony SNMP

«BbactnoH-2 — SNMP AreHT». Moaynb obecrneunBaeT BOSMOXHOCTb MHTErpaLmnmn cuctembl 6esonacHocTy,

S N M P ynpasnsemoi AMNK «bacTnoH-2», Bo BHelLHMe cuctembl no npotokony SNMP (Simple Network Management
Protocol, npoctoii npoToKkon ceTteBoro ynpasneHus). Boictynaa B ponn areHta SNMP (cTaHZapTHbIN
npoTokon MHTepHeTa ana cbopa n opraHmsaumm nHdopmavmm ob ynpasnsembix ycTpoinctaax B IP- ceTax),
MOAY/b NPeoCTaBAAeT KAMEHTY (cMcTeMam CETeBOrO YrpaBaeHUs) BO3MOXKHOCTb cbopa MHbopmauum o6
YCTPOMCTBAX M WMX COCTOAHWAX, MOJYYEHUA MPOTOKONA COBbITUIA W ynpaBaeHusa yctpoicTBamu AMK
«bacTMoH-2».

PMYBASTIONZ WHTerpaums no ctaHaapTy OPC Data Access

OPC «BbactnoH-2 — OPC cepBep». Moaynb obecneymBaeT MHTErPaLMIO CUCTEMbI 6€30MacHOCTM, YNpaBasSeMoin
ATK «BacTMOH-2», BO BHeLIHME CUCTEeMbl aBTOMaTtu3auuu no npotokony OPC DA (Open Platform
Communications Data Access). MHpopmaLmio U3 cucTembl besonacHocTH (cnucok yctpoicts AMK «BacTnoH-
2», COCTOAHME 3TUX YCTPOWCTB, NPOTOKO COObLITUI U T.N.) Moaynb «bacTnoH-2-OPC cepBep» npeobpasyeT B

nepeso OPC-Teros, obecneumsas TeM cambiM B3anmogeictene c ntobbim OPC-KnneHToM.

i «BacTtnoH-2 — Active Directory». Mogynb obecneunsaeT CMHXPOHU3ALMIO MHPOPMALIMK O MO/Ib30BATENAX U
S AstwELIECEY pponyckax B AMK «BacTvoH-2» 1 nonb3oBaTensx U3 Katanora Active Directory (AD). «bactnoH-2 — Active
Directory» no3Bo/ifieT HaCTPOWUTb ABYHAMNPABIEHHYIO CUHXPOHMU3ALLMIO NO/b30BaTesIel, HACTPOMKY NPaBu
aBTOMATUYECKOro MPUCBOEHMA YPOBHElM AocCTyna nosnb3oBaTensm W3 Katanora Active Directory,
aBTOMATUYECKUIA BO3BPAT NPOMYCKOB B c1cTEMe HesonacHoCTM Npy 60KMPOBKe BRaZenblia nponycka 8 AD.

MYBASTION 2  WuTerpaums c Microsoft Active Directory

www.trevog.net



1eMOHCTPaLMNOHHbIN
pexXmm
AlNK «bactuoH-2»

BASTION 2

Kommepueckoi Bepcueit ATMNK «bacTnoH-2» (PostgreSQL) noaaep»u-
BAETCA PEXMM OrpaHUYeHHON GYHKLMOHAIbHOCTH, MO3BONAIOLLMNA:

1. 03HaKOMMWTBCA C BO3MOMHOCTAMM MPOAYKTa O ero npuobpe-
TeHus;

2. BbIMNOJMIHUTb NpeaBapuUTe/ibHble HAacTPOMKK napameTpos NCB oo
NMOKYMKM NPOAYKTA;

3. OCyLWECTBAATb MHTErpaLmio, pa3paboTKy COBCTBEHHbIX NPOrpam-
MHbIX MOAYNel CUNaMW 3aKa3yMKa C MCMO/Ib30BAaHUEM WHCTPY-
MeHTOB MHTerpaunn AMK «bacTMoH-2», 6e3 NoOKynKu NnpoayKTa.

[JeMOHCTPaLMOHHBIN PeXMM aKTUBUPYETCA YCTAaHOBKOW Ha cepsep
AMNK «bacTMoH-2» cneymanbHOro NPOrpPammMHOro Aemo-Kak4ya
3aWunTbl, cogeprKallero MHPopmaLMilo O AOCTYMHbIX K UCMO/b30-
BaHMIO MOAYNEN 1 AaTe NUCTEYEHUA AEeMO-TTULLEH3UN.

HaunHasa c Bepcum 2.1.9 AMNK «BbacTMOH-2» nNporpammHbiii Aemo-
KN4 3alMTbl MO YMOJIYAHUIO NPefoCTaBaAeTCcA CPOKOM Ha OAMH
MEeCAL, M BKNtOYaeT B cebs 6a30BbIl €MO-KOMMNNEKT IMLLEH3UIA.

3anpocuTb NPOrpammHbIA AeMO-KAoUY MOXKHO B Cnyxbe TexHu-
yecKkoi nogaepKku no agpecy help@twinpro.ru.

[N nonyyeHns 4emo-Kakoya ¢ KOMNAEKTOM INLLEH3MI, OTIMYHBIM OT
6a30Boro, B 3anpoce CaefyeT yKasaTb Kefaemblit Habop ANLEH3NIA
B K/ItoYe 3almMTbl U 06OCHOBaHME HeobXxoaMMOCTU Takoro Habopa.



CeptuduumposaHHaa CCOU TC OTH

ANK «bacTnoH-2» ceptnudunumposaH kak CCOU (cuctema cbopa 1 06paboTkn MHbOPMaLMKM), COOTBETCTBYOLLANA
TpeboBaHMAM, YCTaHOBAEHHbIM MocTaHoBAeHMeM [lpaButenbctea PO ot 26.09.2016 roga Ne969 «06
yTBEPXKAEHUM TPeOOBAHUM K PYHKLMOHANbHbIM CBOIMCTBAM TEXHUYECKUX CpeacTB obecneyeHma TPaHCNOPTHOM
6e3onacHoctM u [paBun obA3aTeNlbHON cepTUDUMKALUMM TEXHUYECKUX CPeacTB obecrneyeHMa TPAHCNOPTHOM
6esonacHOCTUY.

Mo pe3synbTaTam MHCNEKUMOHHOIo KOHTPOJIA MPOU3BOACTBA CEpPTU- @_
dUUMPOBAHHOIO annapaTHO-NPOrpaMMHOro KommnaeKkca «bacTuoH-2»,

BbIMYCKAaeMOTO CepUINHO, opraH no ceptudurkaumm - ®ryn ‘"“""‘“'“"m:::'ﬁ?f:‘r"'w"“'"""""'
«3awmtallHpoTpaHc» MuHucTepcTBa TpaHcnopTta P® npoanun cpok i L

AencTBuA cepTUdUKaTa TEXHMYECKOro cpeactBa obecneyeHua TpaHC-
nopTHol 6e3onacHocTu (TC OTE) Ha AMNK «BbacTMoH-2» 10 14 auBaps 2025
roga.

CepTMdMUMPOBAHHBIA ONA NMPUMEHEHUA B CUCTEMAX TPAHCMNOPTHOMU
b6e3onacHoctn AMK «BacTMOH-2» MocTaB/AeTcA B BUAE NPOrpammHO-
annapaTtHbix Komnaekcos (MAK) ¢ ycTaHOBNEHHbIM, HAaCTPOEHHbIM U
NPOTECTMPOBAHHbIM MPOrpaMmMmHbIM obecneveHnem. MogknoyeHue AMK
«bactnoH-2» Kk CCTMK — rocynapctBeHHOM MHPOPMALMOHHOM CUCTEME,
npeaHasHa4yeHHON ANA onepaTMBHOrO NpPeaoCTaBAEHUA MONHOMOYHbIM
noTpebuTensm TPeBOXKHOW MHbOpMaUUK (M3BeleHUt) o cobbITusX,
npoucxoaawmnx Ha obbeKTax TPAHCMNOPTHOW UHPPACTPYKTYPHI,
peanusyetcavepe3 moaynb «bactnoH-2—CCTMK».
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MporpamMHas CKYA v oxpaHHas WMsBewaTenb oxpaHHbIN Cucrema oxpaHHoro
nnatpopma CUrHanusaums nepuMeTpabHbIv ocBelleHus

OC Linux
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